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We are going to talk about all the ways crypto fails us(and why we still try)



Journalist task: Confidential communication with sources
Step #1: Alice and Bob install crypto software.
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The First Date Problem



Journalist task: Confidential communication with sources
Step #2: Alice and Bob exchange public keys.
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The Key Management Problem



Journalist task: Confidential communication with sources
Step #3: Alice and Bob verify fingerprints.
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The Verification Problem



Journalist task: Confidential communication with sources
Step #4: Alice and Bob initiate confidential communication.
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The Plaintext Problem



Hope for the future?



Journalist task: Anonymous communication with sources

Step #1: Alice purchases Bob a burner phone with cash.
Step #2: Alice installs apps and contacts on Bob’s phone.
Step #3: Alice mails Bob his special burner phone.
Step #4: Bob uses his burner phone to securely communicatewith Alice.



The Burner Problem



Hope for the future?



Journalist task: Keeping notes and data
Step #1: Alice encrypts her data to her private key.



The collaboration problem



The legal coercion problem



The international border problem



Hope for the future?



Questions? Answers?


