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I t itI t itIntegrityIntegrity

The outcomematches voter intent

Security Requirements 

 Integrity

Security Requirements 

 Integrity
The outcomematches voter intent.

Votes are cast as intendedVotes are cast as intended.
Votes are counted as cast.
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Weak form:

Security Requirements 
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Security Requirements 

 Integrity
Weak form:
Nobody can figure out how you voted…

 Ballot Secrecy Ballot Secrecy

Strong form:
…even if you try to prove it to them.
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CoercionCli tCli t id  id   Coercion
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Malware
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Results

Denial of Service
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Results
A: 1000
B:  999 Insider Attacks

Remote Intrusion

State‐Sponsored AttacksState‐Sponsored Attacks
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ballot pdf    /tmp/49d5 pdfballot.pdf    /tmp/49d5.pdf



ballot xyz  /tmp/49d5 xyzballot.xyz  /tmp/49d5.xyz



ballot $(sleep 5) /tmp/49d5 $(sleep 5)“ ”ballot.$(sleep 5) /tmp/49d5.$(sleep 5)



Surveil



















Steal database passwords  keys  etcSteal database passwords, keys, etc.

Replace all existing votes with oursReplace all existing votes with ours

Attack!



Steal database passwords  keys  etcSteal database passwords, keys, etc.

Replace all existing votes with oursReplace all existing votes with ours

Replace any new votes

Back door to reveal new votes

Attack! Clear logs

“Calling card”
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Internet Voting in Estonia
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Has Estonia solved the hard security Has Estonia solved the hard security 
problems of Internet voting? 

What is a realistic threat model for a 
national Internet voting system?

What can other countries learn 
from Estonia’s experience?from Estonia s experience?
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Tarvi MartensTarvi Martens
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The Voter’s ExperienceThe Voter’s ExperienceThe Voter s ExperienceThe Voter s Experience
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Voting

Election
Servers

VotingSignedVoting
Client
Signed 

Encrypted
Ballot 1. Encrypted Ballot = Encrypt‐RSA(PKelection, Padr(Ballot))

2. Signed Ballot = Sign(SKvoter, Encrypted Ballot)



Verification

Election
Servers

Encrypt(Pkelect,(Padr(“Polly Politician”)))== Encrypt(Pkelect,(Padr(“Polly Politician”)))

Encrypt(Pkelect,(Padr(“Paul Politician”)))
Signed

Encrypted
Ballot

VerifyVoting

Encrypt(Pkelect,(Padr(“Dictator Drew”)))

Verify
App

Voting
Client

(ID, r)



Counting

Election CountingBB

BB Signed
Encrypted
Signed 

EncryptedElection
Servers

BB

Counting
ServerBB

BBEncrypted
Ballots

Encrypted
Ballots

SKelection

Inner Envelope: Encrypt(PKelect, Padr(Ballot))
Outer Envelope:  Sign(SKvoter, Inner Envelope)

Decrypt(Skelection, Encrypted Ballot)
p g ( voter, p )



Threats?Threats?Threats?Threats?



Securing Digital Democracy8.5 Internet Voting in Estonia



I li i l T d CI li i l T d CImplicitly Trusted Components:Implicitly Trusted Components:
Voter’s ClientVoter’s ClientVoter s ClientVoter s Client

Counting ServerCounting Servergg



ClientClient‐‐side side AttackAttack

1. How to infect clients?1. How to infect clients?

Client‐side Malware
2. How to defeat verification?2. How to defeat verification?

1. Steals PINs
2. Casts Replacement Vote



ServerServer‐‐side side AttackAttack

HSM

Counting
Server

Counting
Server

Election
ServersServers



ServerServer‐‐side side AttackAttack
Dev

ServerHSM
Dev

Server

Counting
Server

Counting
Server

Election
Servers

1. How to infect counting server?1. How to infect counting server?1. How to infect counting server?1. How to infect counting server?
Servers



ServerServer‐‐side side AttackAttack

HSM

Counting
Server

Counting
Server

Election
Servers

1. How to infect counting server?1. How to infect counting server?1. How to infect counting server?1. How to infect counting server?
Servers

2. How to change votes?2. How to change votes?2. How to change votes?2. How to change votes?



Operational Security?Operational Security?Operational Security?Operational Security?
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Our security is better than Google’s.

— Toomas Hendrik IlvesToomas Hendrik Ilves
President of Estonia



Official YouTube Videos
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Going PublicGoing PublicGoing PublicGoing Public
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Estonian Reform Party
National Government

Estonian Centre Party
Tallinn City State

30% of Parliament
Wealthy, ethnic Estonians

20% of Parliament
75% of non‐ethnic Estonians
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I Facebooked those guysI Facebooked those guys. 
And they’re working
for my opponents.y pp

— Taavi Rõivas
Prime Minister of Estonia
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Verification app detects all bad behaviorVerification app detects all bad behavior.

Why steal votes when you can steal money?
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CERT Estonia

“nice people who care about computer hygiene have no viruses”nice people who care about computer hygiene have no viruses

“In practice, computer risks have been eliminated”

“they’re here not because of their technical savvy, but their 
politically suitable (although technically incompetent) message”
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LessonsLessonsLessonsLessons

Estonia’s I‐voting approach is not secure.

State‐level attacks are a rising threat to I‐voting.  
National security issue; not a gov’t IT problem!National security issue; not a gov t IT problem!

Politics can obscure major technical problemsPolitics can obscure major technical problems.

Recommendation: Estonia should discontinue Internet 
voting until fundamental security advances.



The Internet Voting ProblemThe Internet Voting Problem
Want a voting system where you, or I, or our friends, 

or Tarvi Martens  or the NSA  or Vladimir Putin  

The Internet Voting ProblemThe Internet Voting Problem

or Tarvi Martens, or the NSA, or Vladimir Putin  
can’t hack in and dictate the election result.

That’s called a democracy!

Major fraud should be at least as hard as with paper.Major fraud should be at least as hard as with paper.

My take: Decades, if ever, until Internet voting can be 
secured  and not without fundamental advancessecured, and not without fundamental advances.



Security Analysis of the 
Estonian Internet Voting System
Security Analysis of the 
Estonian Internet Voting SystemEstonian Internet Voting SystemEstonian Internet Voting System
EstoniaEVoting.orgEstoniaEVoting.org

J. Alex Halderman

g gg g

J. Alex Halderman
University of Michigan
jhalderm.comjhalderm.comjj



Securing Digital Democracy

More Talks About My Lab’s Research

Day 2  22:00  Saal 1
Understanding Heartbleed 

Day 4  14:00  Saal 6
Building a Free HTTPS CA

Day 3  11:30  Saal G
Security Analysis of a 

with the ZMap Scanner
Zakir Durumeric

to Encrypt the Entire Web
Seth Schoen

TSA Naked Scanner
Hovav Shacham/Eric Wustrow
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EndEnd toto End (E2E) VoterEnd (E2E) Voter VerifiabilityVerifiability

As a voter, I can be sure that:

EndEnd‐‐toto‐‐End (E2E) VoterEnd (E2E) Voter‐‐VerifiabilityVerifiability

As a voter, I can be sure that:

• My vote is cast as I intended.

• My vote is counted as cast.

• All votes are counted as cast Ali J h 123 M i YESAll votes are counted as cast. Alice Johnson, 123 Main . . YES
Bob Ramirez, 79 Oak . . . . . NO
Carol Wilson, 821 Market . NONot a secret ballot!Not a secret ballot!
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EndEnd toto End VoterEnd Voter VerifiabilityVerifiability

As a voter, I can be sure that:

EndEnd‐‐toto‐‐End VoterEnd Voter‐‐VerifiabilityVerifiability

As a voter, I can be sure that:

• My vote is cast as I intended.

• My vote is counted as cast.

• All votes are counted as castAll votes are counted as cast.

• No voter can demonstrate how 
h h d h dhe or she voted to a third party.


